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Time: 3 hrs.

Note: 1. Answer any FIVE full questions,

“hod

BIC401

Y/ Max. Marks: 100
sgggfﬂNE Sull question froyt each module.

2. M : Marks , L: Bloom’s level , C: Cbt?fsemutcomes &2
Module — T . |M[LT C
Q.1 | a. | Explain a basic firewalled networkz \\'5 D £S5 10 | L2 | CO1
¥ e
b. | Explain the role of each one o{ ’Z\la?ers in OSI model. &/ 10 L2 | CO1
é‘,
(~~ OR A&
Q.2 | a. | Write a note on Hub, S@{‘;h Router L5 10 | L2 | CO1
4
b. | Explain the conce (pf Qbyut collisions and broadgast domains. 04| L2 [ CO1
\\ ,
c¢. | Explain the 1pfpoftance of IP addressing w“‘tﬁ;én example. 06 | L2 | CO1
/,/\“ W’ ¢
Sy Module — 2 .
Q.3 | a. | Explaifi about Pay-per click busm{ss }nodel zf N 08 | L2 | CO2
' . A \ -
b. | Explain shell code executio ong in 4 stack buffer overﬂ{fw k4 47 [06] L2 | Co2
V4 SR
s \ by ,'-* R/ 2
c. | Write a note on Race Cond:}txon &S € ¢ ¥ 06 | L2 | CO2
& & 7 4 £
L OR v 6L
Q4 |a. Explain the concépl}céntrahzed botn;:t En@a}étructure Y/ 08 | L2 | CO2
9 <
b. | Explain t}j/e corfcept of Stack Baszd Buffer overflow. £ ) 06 | L2 | CO2
/ }v }
c. | Write a\nbte on SQL Injectléy V b 06 | L2 | CO2
, D,
Y- ¢ \/ Module — 3"
Q5 |a. /Explaln the concept ot é cross site scripti ng (XS S) worm spreads between | 07 | L2 [ CO3
| twitter accounts v1a a XSS attack. P
b. | Explain lo glc for an actor creatmg a \9ﬂua] machine obfuscated binary. 07 | L2 | CO3
¢. | Explain the cohcept of V1ruses anid malware 06 | L2 | CO3
( )}
27" OR
Q.6 | a. | Explain how System Serv‘lce Descriptor Table (SSDT) resources kernel | 07 | L2 | CO3
mode functions mto addresses
b. | Write different stepé mvolved In spyware creators take to make money. 07 | L2 | CO3
¢
c. | Explain /z;<\:(isgal representation of token kidnapping process. 06| L2 | CO3
&> o
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Module — 4 S
Q.7 Explain the genesis of IoT with evolutionary phases of the mtemet 08| L2 | CO4
/ \,
Explain the concept of convergence of IT and, OT. Also compare | 07 | L2 | CO4
Operational Technology (OT) and Information Teéhnology (IT).
a8,°
Write a note on Micro Electro Mechanical Systeni WEMS). 45 05| L2 | CO4
e
OR \ A
Q.8 Explain IoT 1mpacts on various Tech((g)loglcal aspects and Environment. 08 | L2 | CO4
a4 /’ .
Explain the concept of Sensor Ngtv%ofk / >~ 07 | L2 | CO4
£ .
Explain the different trends, in (Sn{art Objects. s ¢ 05| L2 | CO4
([:\ </
.\ Module-5 A >”)
Q.9 Explain the protoco<l stack 802.15.4 and also explain Zigbee protocol stack, [ 12 | L2 | CO5
physical layer ang MQ;I layer. Ve
|74 P4
Explain the Zoficépt of optimizing Internet Prgtocol for IoT. 08 | L2 | COS
/v X ¢
Q.10 Explain \IoT apphcatlon layer prqt’opg s and also wrltefa\note on COAP |12 | 1.2 | CO5
Constrained Application Protocol).”
(Constrained Appli 1nrocp) <, \/ /)
What is an unconstrame(; network‘7 Explain I\@E}z 802.11 Wl-F‘i ’Wlth 08 | L2 | COS
physical and MAC layer. 7 ( \ P
& ‘v Va
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